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SUMMARY
This module designed to expand the user’s knowledge of online criminal activities that are used
to exploit the uninitiated or novice user of the internet. The unit’s primary objectives is to
empower the user to guard against cyber criminals and to keep personal information safe
ensuring their online data and assets are not compromised.
KEYWORDS
Phishing, Spoofing, Internet scams, Cyberstalking, Cyberbullying, Scammers.
MODULE OBJECTIVES

Actions / Achievements
Acquiring an understanding of internet based criminal activities targeted at individuals and
the acquisition of the skills to identify and avoid these activities.
Knowledge

Phishing / Spoofing

Skills

Understanding Phishing
identify real emails from
malicious ones

Competencies

Confidence in assessing
digital communication that
looks official and taking
informed secure action

identify real SMS’s from
malicious ones

Internet Scams

Understanding internet
scams
Learn to recognize some
common scams

Identification of common
scams and practices with an
understanding of basic
protection.

Actions to be taken to
protect your self
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Cyberstalking

Identifying cyberstalking
Coping strategies

Identifying and dealing with
cyberstalking and the
avenues to report it.

Protection from
cyberstalking

Cyberbullying

Identifying cyberbullying
Coping strategies

Identifying and dealing with
cyberbullying and the
avenues to report it.

Protection from
cyberstalking
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UNIT 1: Phishing
Outcome
Understanding Phishing and having the ability to identify real email /SMS communication
from malicious ones

Phishing scams
Phishing scams are based on communication made via email or on social networks. In many
cases, cyber criminals will send users messages/emails by trying to trick them into providing
them valuable and sensitive data (login credentials – from bank account, social network, work
account, cloud storage) that can prove to be valuable for them
Moreover, these emails will seem to come from an official source (like bank institutions or any
other financial authority, legitimate companies or social networks representatives for users.)
This way, they’ll use social engineering techniques by convincing you to click on a specific
malicious link and access a website that looks legit, but it’s actually controlled by them. You will
be redirect to a fake login access page that resembles the real website. If you’re not paying
attention, you might end up giving your login credentials and other personal information.
We’ve seen many spam email campaigns in which phishing were the main attack vector for
malicious criminals used to spread financial and data stealing malware.
In order for their success rate to grow, scammers create a sense of urgency. They’ll tell you a
frightening story of how your bank account is under threat and how you really need to access as
soon as possible a site where you must insert your credentials in order to confirm your identity
or your account.
After you fill in your online banking credentials, cyber criminals use them to breach your real
bank account or to sell them on the dark web to other interested parties.
Below is an example of a Phishing email
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Identifying Phishing scams
Don’t trust the display name
A favourite phishing tactic among cybercriminals is to spoof the display name of an email.
Here’s how it works: If a fraudster wanted to spoof the hypothetical brand “My Bank,” the
email may look something like:

This fraudulent email, once delivered, appears legitimate because most user inboxes only
present the display name. Don’t trust the display name. Check the email address in the header
from—if looks suspicious, don’t open the email.
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Look but don’t click.
Hover your mouse over any links embedded in the body of the email. If the link address looks
weird, don’t click on it. If you want to test the link, open a new window and type in website
address directly rather than clicking on the link from unsolicited emails.
Check for spelling mistakes.
Brands are pretty serious about email. Legitimate messages usually do not have major spelling
mistakes or poor grammar. Read your emails carefully.
Analyze the salutation.
Is the email addressed to a vague “Valued Customer?” If so, watch out—legitimate businesses
will often use a personal salutation with your first and last name.
Don’t give up personal information.
Legitimate banks and most other companies will never ask for personal credentials via email.
Don’t give them up.
Beware of urgent or threatening language in the subject line.
Invoking a sense of urgency or fear is a common phishing tactic. Beware of subject lines that
claim your “account has been suspended” or your account had an “unauthorized login
attempt.”
Review the signature.
Lack of details about the signer or how you can contact a company strongly suggests a phish.
Legitimate businesses always provide contact details.
Don’t click on attachments.
Including malicious attachments that contain viruses and malware is a common phishing tactic.
Malware can damage files on your computer, steal your passwords or spy on you without your
knowledge. Don’t open any email attachments you weren’t expecting.
Don’t trust the header from email address.
Fraudsters not only spoof brands in the display name, but also spoof brands in the header from
email address.
Don’t believe everything you see.
Phishers are extremely good at what they do. Just because an email has convincing brand logos,
language, and a seemingly valid email address, does not mean that it’s legitimate. Be sceptical
when it comes to your email messages—if it looks even remotely suspicious, don’t open it.
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Phishing scams - SMS scams and how do I identify it
These are messages that are sent out by persons/ individuals known as Scammers who intent to
deceive people into believing that the message they send out are real. These messages usually
start with a "Congratulation" acknowledgement and then goes on to tell you that "you have
won K95,000.00 or K150,000.00" from a business or well known company only to excite you to
respond promptly to it.
What are the features of a Scam SMS?
•
•
•
•

A Congratulatory statement at the start of the message,
A statement of nomination will be there, e.g.; "You are lucky number 3 winner.."
A company name will be mentioned
You will be asked to contact a particular

What to do when you receive a Scam SMS,
•
•
•
•

•

Read the message carefully and never be over excited about it;
Never call or contact mobile numbers entailed in the SMS;
Never disclose your bank details to these scammers;
If a call is received later about the message advising you to provide your account and
location details to these unknown individuals, refrain from disclosing those details to
customers and terminate the call.
Contact your Bank etc and talk to them directly, do not use the number in the SMS!

Example of a fake SMS
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Things a company will never ask
Here are eight things that fraudsters might ask you to do, in and email, SMS or direct call. If they
do delete or hangup.
•
•
•
•
•
•
•
•

Call or email to ask you for your full Pin or any online banking passwords
Send someone to your home to collect cash, bank cards or anything else
Ask you to authorise the transfer of funds to a new account or hand over cash
Ask you to carry out a ‘test transaction’ online
Send an email with a link to a website that asks you to enter your online banking details
Ask you to email or text personal or banking information
Provide banking services through any mobile apps other than the bank’s official apps
Call to advise you to buy diamonds, land or other commodities

In summary, if it fails any one of these tests – Delete and if you still concerned contact the
company referenced in the Phishing attempt from their main site.
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UNIT 2: Internet scams
Outcome
Identification of common scams and practices with an understanding of basic protection.
What are email scams
The term SCAM in the online world has been loosely translated. By definition, a scam is a
quick-profit scheme where a person cheats another individual or group out of money by
presenting them with false information during a deal or offer.
There are many different types of scams that prey on unsuspecting victims. Scammers can
approach their victims via email, SMS, and sometimes even a phone to your personal cell
number.

Common scams
Unexpected prize scams
Unexpected prize scams include lottery scams, scratchie scams and travel scams. These scams
can be delivered online, by telephone or by mail. They inform you that you have won a prize
(eg. a large sum of money, shopping vouchers, a free holiday or travel related products), and to
claim it you are asked to send money or provide personal information.
Unexpected money scams
This includes inheritance scams, ‘Nigerian’ scams, money reclaim scams and other upfront
payment or advanced fee fraud. These scams ask you to:
•
•
•

send money upfront for a product or reward,
provide personal information, pay taxes and lawyer fees to claim your inheritance or
large claim that you have from a distant relative overseas, or
Transfer money on someone’s behalf with the promise of receiving money.

The Nigerian scam example
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Dating and romance scams
Dating and romance scams are particularly convincing because they appeal to your romantic or
compassionate side. They play on emotional triggers to get you to provide money, gifts or
personal details.
Threat and extortion scams
Threat and extortion scams include ‘ransomware’, ‘malware’ and ‘hit man’ scams. Ransomware
and malware scams can involve harmful software being placed on your computer. This can give
criminals access to your personal information, which may result in loss of data or prevent you
from accessing your programs and files. Scammers then demand payment before allowing you
to access your computer again.
‘Hit man scams’ involve scammers sending random death threats via SMS or email from a hired
‘hit man’. The message will contain threats to kill you unless you send the hit man cash.
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Jobs and investment scams
Job scams target people who are looking for a new job or who want to work from home. Often
these scams promise a high income for little work but request an up-front payment before
starting work.
Investment scams involve scammers contacting you via unsolicited phone calls or email with
offers of investments in lucrative schemes that will provide attractive returns. In many cases,
scammers use sophisticated and genuine looking websites to convince consumers their offers
are legitimate.
Fake antivirus software
We all saw at least once this message on our screens: “You have been infected! Download antivirus X
right now to protect your computer!”
Many of these pop-ups were very well created to look like legitimate messages that you might
get from Windows or any other security product.
If you are lucky, there is nothing more than an innocent hoax that will bother you by displaying
unwanted pop-ups on your screen while you browse online. In this case, to get rid of the
annoying pop-ups, we recommend scanning your system using a good antivirus product.
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Fake Windows antivirus
If the window shown below pops up a good way to tell is to open the legit Windows security Centre.
If the "Antivirus" section was red and "OFF" -- but now has a green circle with "ON" written next to it,
the program is legit. If it still says "OFF," chances are this software is a rogue.
As below they can be very convincing and look exactly like the real thing.

If you need a free antivirus try these trusted sites
Avira Antivirus
Avast Free Antivirus
AVG Free Antivirus
Bitcoin scams
If you (want to) invest in Bitcoin technology, we advise you to be aware of online scams. Digital
wallets can be open to hacking and scammers take advantage of this new technology to steal
sensitive data.
Bitcoin transactions should be safe, but these five examples of Bitcoin scams show how they
happen and how you can lose your money.
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The most common online scams to watch out for:
•
•
•
•

Fake Bitcoin exchanges
Ponzi schemes
Everyday scam attempts
Malware

Below a mobile click link scan using a Bitcoin lead

Here’s how you can spot a Bitcoin scam and how to stay safe online.
Fake news scam
The spread of fake news on the Internet is a danger to all of us, because it has an impact on the
way we filter all the information we found and read on social media. It’s a serious problem that
should concern our society, mostly for the misleading resources and content found online,
making it impossible for people to distinguish between what’s real and what is not.
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We recommend accessing/reading only reliable sources of information coming from friends or
people you know read regular feeds from trusted sources: bloggers, industry experts, in order
to avoid fake news.
Fake shopping websites
We all love shopping and it’s easier and more convenient to do it on the Internet with a few
clicks. But for your online safety, be cautious about the sites you visit. There are thousands of
websites out there that provide false information, and might redirect you to malicious links,
giving hackers access to your most valuable data.
If you spot a great online offer which is “too good to be true”, you might be tempting to say
“yes” instantly, but you need to learn how to spot a fake shopping site so you don’t get
scammed. As this site below they can be very convincing.
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Loyalty points phishing scam
Many websites have a loyalty program to reward their customers for making different
purchases, by offering points or coupons. This is subject to another online scam, because cyber
criminals can target them and steal your sensitive data. If you think anyone wouldn’t want to
access them, think again.
The most common attack is a phishing scam that looks like a real email coming from your
loyalty program, but it’s not. Malicious hackers are everywhere, and it takes only one click for
malware to be installed on your PC and for hackers to have access to your data.
As it might be difficult to detect these phishing scams, you may find useful this example of a
current phishing campaign targets holders of Payback couponing cards, as well as some useful
tips and tricks to avoid being phished.
17

Example of one promising a reward for a simple click.

Basic protection
Spot imposters. Scammers often pretend to be someone you trust, like a government official, a
family member, a charity, or a company you do business with. Don’t send money or give out
personal information in response to an unexpected request — whether it comes as a text, a
phone call, or an email.
Do online searches. Type a company or product name into your favorite search engine with
words like “review,” “complaint” or “scam.” Or search for a phrase that describes your
situation, like “IRS call.” You can even search for phone numbers to see if other people have
reported them as scams.
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Don’t believe your caller ID. Technology makes it easy for scammers to fake caller ID
information, so the name and number you see aren’t always real. If someone calls asking for
money or personal information, hang up. If you think the caller might be telling the truth, call
back to a number you know is genuine.
Don’t pay upfront for a promise. Someone might ask you to pay in advance for things like debt
relief, credit and loan offers, mortgage assistance, or a job. They might even say you’ve won a
prize, but first you have to pay taxes or fees. If you do, they will probably take the money and
disappear.
Consider how you pay. Credit cards have significant fraud protection built in, but some
payment methods don’t. Wiring money through services like Western Union or MoneyGram is
risky because it’s nearly impossible to get your money back. That’s also true for reloadable
cards (like MoneyPak or Reloadit) and gift cards (like iTunes or Google Play). Government
offices and honest companies won’t require you to use these payment methods.
Talk to someone. Before you give up your money or personal information, talk to someone you
trust. Con artists want you to make decisions in a hurry. They might even threaten you.
Slow down, check out the story, do an online search, consult an expert — or just tell a friend.
Hang up on robocalls. If you answer the phone and hear a recorded sales pitch, hang up! These
calls are illegal, and often the products are bogus. Don’t press 1 to speak to a person or to be
taken off the list. That could lead to more calls.
Be skeptical about free trial offers. Some companies use free trials to sign you up for products
and bill you every month until you cancel. Before you agree to a free trial, research the
company and read the cancellation policy. And always review your monthly statements for
charges you don’t recognize.
Don’t deposit a check and wire money back. By law, banks must make funds from deposited
checks available within days, but uncovering a fake check can take weeks. If a check you deposit
turns out to be a fake, you’re responsible for repaying the bank.
UNIT 3: Cyberstalking

Outcome
Identifying and dealing with cyberstalking and the avenues to report it.
Cyberstalking
Cyberstalking is a crime in which the attacker harasses a victim using electronic communication,
such as e-mail or instant messaging (IM), or messages posted to a Web site or a discussion
group. A cyberstalker relies upon the anonymity afforded by the Internet to allow them to stalk
their victim without being detected. Cyberstalking messages differ from ordinary spam in that a
cyberstalker targets a specific victim with often threatening messages, while the spammer
targets a multitude of recipients with simply annoying messages.
Some examples of cyberstalking tactics include:
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•
•
•
•

•

Sending manipulative, threatening, lewd or harassing emails from an assortment of
email accounts.
Hacking into a victim’s online accounts (such as banking or email) and changing the
victim’s settings and passwords.
Creating false online accounts on social networking and dating sites, impersonating the
victim or attempting to establish contact with the victim by using a false persona.
Posting messages to online bulletin boards and discussion groups with the victim’s
personal information, such as home address, phone number or Social Security number.
Posts may also be lewd or controversial – and result in the victim receiving numerous
emails, calls or visits from people who read the post online.
Signing up for numerous online mailing lists and services using a victim’s name and
email address.

Cyberstalking is difficult to combat because the stalker could be in another state or sitting three
cubicles away from the victim. In the anonymous world of the Internet, it is difficult to verify a
stalker’s identity, collect the necessary evidence for an arrest and then trace the cyberstalker to
a physical location.
If you are a victim of cyberstalking, try to gather as much physical evidence as possible and
document each contact.
There are a number of simple ways to guard against cyberstalking. One of the most useful
precautions is to stay anonymous yourself, rather than having an identifiable online presence:
Use your primary e-mail account only for communicating with people you trust and set up an
anonymous e-mail account, such as Yahoo or Hotmail, to use for all your other communications.
Set your e-mail program's filtering options to prevent delivery of unwanted messages. When
choosing an online name, make it different from your name and gender- neutral. Don't put any
identifying details in online profiles.
Should you become the victim of a cyberstalker, the most effective course of action is to report
the offender to their Internet service provider (ISP). Should that option be impossible, or
ineffective, the best thing to do is to change your own ISP and all your online names. WHOA
reports that over 80% of cases reported in 2001 and 2002 were resolved by these methods,
while 17% were reported to law enforcement officials.
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UNIT 4: Cyberbullying

Outcome
Helping a user to identify, deal with and report cyberbullying.
What is cyberbullying
Cyberbullying is bullying that takes place over digital devices like cell phones, computers, and
tablets. Cyberbullying can occur through SMS, Text, and apps, or online in social media, forums,
or gaming where people can view, participate in, or share content. Cyberbullying includes
sending, posting, or sharing negative, harmful, false, or mean content about someone else. It
can include sharing personal or private information about someone else causing
embarrassment or humiliation. Some cyberbullying crosses the line into unlawful or criminal
behaviour.
The most common places where cyberbullying occurs are:
•
•
•
•

Social Media, such as Facebook, Instagram, Snapchat, and Twitter
SMS (Short Message Service) also known as Text Message sent through devices
Instant Message (via devices, email provider services, apps, and social media messaging
features)
Email

How to deal with Cyberbullying
Never respond
Do not reply to anything that has been said or retaliate by doing the same thing back. Saying
something nasty back or posting something humiliating in revenge may make matters worse or
even get you into trouble.
Screenshot
If you can, take a screenshot of anything that you think could be cyberbullying and keep a
record of it on your computer.
Block and report
Most online platforms have this function, make sure you block and report the offending users to
the appropriate social media platform.
Talk about it.
You may not feel it at the time, but cyberbullying affects you in many different ways. You are
not alone. Talking to somebody about bullying not only helps you seek support but it
documents evidence and will take a huge weight from your shoulders.
How serious is it?
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Assess how serious the cyberbullying is. If it is light name calling from somebody that you don’t
know, it may just be easier to just report and block that user.
Report it.
If you are experiencing cyberbullying from somebody you go to school or college with, report it
to a teacher. If somebody is threatening you, giving out your personal information or making
you fear for your safety, contact the Police or an adult as soon as you can.
Be private.
We recommend that you keep your social media privacy settings high and do not connect with
anybody who you do not know offline. You wouldn’t talk to random people on the street, so
why do it online? People may not always be who they say they are and you could be putting you
and those that you care about the most at risk.
Sympathise.
Always remember that happy and secure people do not bully others. People who bully are going
through a difficult time themselves and will often need a lot of help and support.
Cyberbullying is not generally associated with adults but can be used to extort money or
personal details than can be used criminally from anyone.
EXERCISES

Exercise 1: PayPal - Identifying real life cyber scams.
If you received this mail what steps would you take to authenticate it what actions you should
take?
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Exercise 2: Barclays banking details scam
1. What should you never do if you received this email?
2. How could authenticate that mail?
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Exercise 3: SMS Phishing for banking details

1. Why should you find these SMS’s suspicious?
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Exercise 4: Online quiz – spot the scam
Take this quiz online and see how you score. https://www.protectseniorsonline.com/quiz/
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Your first reaction might well be I have not bought this and you click on the product to see what
it is. Virus or link to bogus site activated.
Look at the name, if you don’t recongnise it, red flag.
Hold your cursor over the products link, does it point to the ebay URL with correct spelling?
Hold your cursor over the Paypal link, does it point to the correct URL?
If it fails any of these questions delete it.
If you have by chance bought a product and used Paypal go to the Paypal site from your own
browser link and check your transaction history. Do not use any links on the email.
If you are still concerned go to the Paypal site and get a contact from there and talk to them
directly.
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Exercise 2: Barclays
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Look at the email address, it has the correct one as part of the name field but the suspect field is
the second name after the name field.
Hover over the restore link, do not click. Check the URL and it point to an unrecognized
site.
If you have concerns contact your bank from their site, do not follow any bank links on contact
details in the mail.
Delete the mail.
Exercise 2: SMS Scams
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Banks will not send you SMS’s with links in.
The link looks suspicious, do not click on it, remember your phone is basically a computer
and will perform the same actions
Do not call the numbers listed in the SMS.
Call your bank and talk to them
Delete the SMS and talk to your friends.
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